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1	Decision/action requested
It is requested to endorse one of the options for TLS-related EN for QUIC in the ATSSS context in Rel-18
2	References
[1]	 S2-2405459: 	"LS on the use of TLS with QUIC in ATSSS context"
[2]	TS 23.501
[3]	RFC 9000
[4]	RFC 9001
3	Rationale
TS 23.501 clause 5.32.6.2.2 contains the following Editor’s note:
When the MPQUIC functionality is applied, the protocol stack of the user plane is depicted in figure below.


[bookmark: _CRFigure5_32_6_2_21]Figure 5.32.6.2.2-1: UP protocol stack when the MPQUIC functionality is applied
Editor's note:	The above figure might need changes (e.g. related with the mandatory use of TLS) based on the security work in SA WG3.

The core issue identified pertains to the mandatory use of TLS within the QUIC protocol. QUIC inherently integrates TLS to secure its communications. However, the flexibility required for mobile contexts, such as rapid changes in IP addresses or network connectivity and efficient session resumption mechanisms, underscores the importance of selecting appropriate types of credentials for TLS to meet the specific security needs of 5G networks. The EN refers to the mandatory use of TLS as part of the QUIC protocol (see RFC 9000 and RFC 9001). As indicated in the following excerpts from RFC 9001, the client (i.e., UE) must authenticate the server's identity. In contrast, the server (i.e., the UPF) may request the client to authenticate:
A client MUST authenticate the identity of the server. This typically involves verification that the identity of the server is included in a certificate and that the certificate is issued by a trusted entity (see for example [RFC2818]).
…
A server MAY request that the client authenticate during the handshake. A server MAY refuse a connection if the client cannot authenticate when requested. The requirements for client authentication vary based on application protocol and deployment."
These excerpts show that, when using TLS as part of QUIC, at least one-way authentication (i.e., UE authenticating the UPF) needs to be performed. This implies provisioning a digital certificate (or some similar mechanism) in the UPF. Alternatively, UE and UPF can perform mutual authentication using Pre-Shared Key TLS (PSK-TLS), but in this case, the common security material (i.e., the Pre-Shared Key) needs to be distributed to the UE and the UPF. 
4	Detailed proposal
Given the immediate need to resolve the Editor’s Note in TS 23.501 for Rel-18 regarding the security implications of MPQUIC, a conservative approach  with minimum impact on 5GS is advisable. This approach involves provisioning the UPF with a digital certificate, which enables the UE to authenticate the UPF. This method has no impact on N1 and N4, however, it requires provisioning and lifecycle management of digital certificate in the UPF(s).
For a more future-proof approach, beginning with Rel-19, it is recommended to adopt a Pre-Shared Key (PSK)-based TLS mechanism for mutual authentication. This approach would involve generating and distributing a PSK during the session management phase, which would then be utilized to establish and maintain a secure MPQUIC connection. 
The implementation of PSK-based TLS within the 5G architecture has N1 and N4 impact and would require specification of the following mechanisms:
- Enhancements to the SMF to support the distribution of PSKs during session establishment.
- Enhancements to the UE to handle PSKs and integrate them within the QUIC handshake process.
- Enhancements to the UPF to support PSK acceptance and integration within the existing QUIC/TLS frameworks.
[bookmark: _Toc107949223]5	Conclusions and Proposals
Alternative 1:
1) For Rel-18, it is proposed that SA3 endorse the use of digital certificates provisioned in the UPF to facilitate server authentication by the UE. This approach would satisfy basic security requirements and allow SA2 to finalize the specifications without any impact on Rel-18 protocols (notably on N1 and N4).. 
2) For Rel-19 and beyond, transitioning to a PSK-TLS framework for mutual authentication is recommended.
Alternative 2:
1) To avoid using different mechanisms across releases, for Rel-18, it is proposed that SA3 endorse the use of the PSK-TLS framework for mutual authentication between the QUIC client in the UE and the QUIC proxy in the UPF.
2) Given that the use of PSK-TLS will impact N1 and N4 and that Rel-18 was frozen in March 2024, it is proposed to include CT and SA plenary in the LS reply to SA2, asking them whether it is acceptable to make the related N1 and N4 protocol changes in Rel-18.
SA3 is recommended to send an LS reply per S3-XXXX with the above proposals.
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